DNSVAULT

Enterprise DNS
Infrastructure
Platform

Managed DNS. On-premises appliance. Hybrid

deployment. Built for organizations that take DNS
seriously.

DNSSEC + HSM DNS Failover REST API 25+ Record Types

Common Criteria EAL2



DNSVAULT

OUR PRODUCTS

Two products. One mission.

DNSVault Cloud
Managed DNS Platform
Multi-tenant DNS management with DNSSEC + HSM, automated failover, REST API, real-time

monitoring, and multi-channel alerts (WhatsApp, Telegram, SMS, email).

DNS Failover — Health checks + auto swap REST API — Project-scoped tokens + webhooks
Domain Registry — Cross-tenant NS delegation Server Monitor — Agent-based live dashboard
Zone Templates — Reusable record sets Backups — Daily auto + on-demand snapshots

DNSVault Neo

DNS Appliance
Enterprise DNS appliance with hybrid deployment. On-premises hardware, cloud-managed, or both.
Common Criteria EAL2 certified with built-in DNS firewall.

Local Remote Hybrid
On-Premises Cloud-Managed Both
RPZdb — DNS blacklist + malware blocking Load Balancer — Geo-routing + failover

Analytics — Query dashboards + reporting Threat Intel — DGA detection + C2 blocking



DNSVAULT

KEY FEATURES

Everything you need.

DNSSEC + HSM

One-click zone signing. Auto
key rollover. Hardware Security
Module for private keys.

Multi-Tenant
Organizations, projects, roles.

6-tier hierarchy. Approval
workflows.

URL Forwarding
301/302 redirects. Iframe
masking. Path-preserving.
Analytics.

DNS Failover

Health checks with automatic
failover. HTTP, HTTPS, TCP,
ICMP protocols.

Monitoring

Agent-based server health. Live
WebSocket dashboard. Auto
alerts.

Project-Based Access
Group zones into projects.
Manager, Operator, Viewer
roles.

REST API

Full CRUD. Project-scoped
tokens. HMAC-signed
webhooks. Playground.

Approval Workflows
Change management with
manager approval. Three modes
available.

Backups

Daily auto-backups. On-demand
snapshots. One-click restore.
Diffs.

SECURITY & COMPLIANCE

Enterprise-grade security.

© Common Criteria EAL2 8 DNSSEC + HSM
ISO/IEC 15408 certified security evaluation Hardware Security Module for private keys
RPZ DNS Firewall Full Audit Trail
Real-time malware and threat blocking Immutable log of every action. CSV/PDF export.

DNSVault - Enterprise DNS Infrastructure - dnsvault.io - sales@dnsvault.io
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RECOGNITION

Award-winning technology.

Cyber Security Company of Cyber Security Innovation of Excellence in Cyber Security
the Year the Year MEBA Award
2017 Product Category

RECORD TYPES

25+ DNS record types supported.

A AAAA CNAME MX XT NS SRV PTR CAA ALIAS HTTPS TLSA

SVCB DS DNSKEY NAPTR SSHFP DNAME SOA LoC URI HINFO RP

Ready to get started?

Contact our team for a demo, pricing, or technical consultation.

Email WhatsApp Website
sales@dnsvault.io +60 16-310 7022 dnsvault.io

© 2026 DNSVault. All rights reserved.



